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Safeguards to protect Americans from having their 
personal data accessed were repeatedly brokenUnlawful FISA Spying Widespread Under Obama Administration

YOUR DATA The National Security Agency, with the help of other 
federal agencies, collects large amounts of data, in-
cluding emails, browsing history, text messages, pho-
tos, and video files. A declassified top-secret Foreign 
Intelligence Surveillance Court report released in April 
2017 shows different types of violations by the govern-
ment in accessing Americans’ data.DATA COLLECTION UNDER SECTION 702 CIA
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Data collected under Section 702 of the Foreign 
Intelligence Surveillance Act (FISA) is intend-
ed to help the government protect America 

against foreign threats, such as terror attacks.
By default, the government is only allowed to read 

the communications of non-Americans. In some 

cases, however, it can have lawful access to an 
American’s communications if there’s a national 
security threat.

To protect unlawful access to the data of Ameri-
cans, there are so-called minimization and targeting 
regulations in place.

The Foreign Intelligence Surveillance Court (FISC) 
oversees the minimization and targeting procedures 
that protect Americans’ data. The FISC also has to 
approve any new procedures, monitors whether the 
government is in compliance with the law, and has 
to approve FISA warrants.

These procedures aim to reduce 
the amount of data on Americans 
that is collected. It also protects 
against the spreading of the data.

In a declassified top-secret report, 
released in April 2017, the FISC 
raised serious concerns about how 
data acquired under Section 702 
was accessed, as this may have 
violated Americans’ rights, under 
the Fourth Amendment.

The CIA has access to most data collected 
under Section 702, giving it access to Ameri-
cans’ sensitive data.

The FISA system was used to spy on members of the Trump team during and after 
the 2016 presidential elections.

The FBI and DOJ used infor-
mation paid for by the Clinton 
campaign and the Democratic 
National Committee to obtain a 
FISA warrant on Trump campaign 
volunteer Carter Page, accord-
ing to a declassified House intel-
ligence committee memo.

These procedures are used to 
make sure that those spied on 
are foreigners located outside of 
the United States. It also protects 
American citizens from being 
spied on while overseas.

Top Obama officials, including national security 
adviser Susan Rice and U.S. Ambassador to the 
United Nations Samantha Power, made hundreds 
of so-called unmasking requests for the identities of 
members of the Trump campaign. Unmasking refers 
to the practice of requesting that the NSA reveal the 
identity of an American that is redacted for privacy 
and Fourth Amendment reasons by default in raw 
intelligence reports.

The FISC became aware in De-
cember 2016 that in several 
instances, 702 data collected 
on CIA systems was not purged 
properly.

The FBI retained some Section 
702-acquired information longer 
than allowed by law.
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The FBI provided contractors and 
an unauthorized private entity 
with access to raw Section 702 
data, without oversight.

According to a declassified top-
secret FISA report, FBI employ-
ees improperly received access 
to 702-acquired data. The FBI 
employees in question had not 
been cleared for such access.

Some of the data collected un-
der Section 702 was exposed 
after it was obtained by FBI 
employees who should not have 
had access to it.

The FBI provided 702 data to a 
private entity that did not have 
the legal right to it.

Those working for the private en-
tity given access to the data were 
not supervised or given any over-
sight by the FBI. It is unclear how 
this undisclosed private entity 
used the sensitive data. 

The FBI gave private contractors 
access to raw FISA data, in vio-
lation of procedures intended to 
safeguard the data. 

Contractors maintained access 
to 702 data even after their work 
for the FBI was concluded.

According to the declassified 
FISA report, the FBI conducted 
searches for Americans’ data 
collected under Section 702 
that were not intended to find 
foreign intelligence information 
but rather to research domestic 
crime. The number of cases for 
which the FBI did this is unclear.

The right of the people to be 
secure in their persons, houses, 
papers, and effects, against 
unreasonable searches and 
seizures, shall not be violated, 
and no Warrants shall issue, but 
upon probable cause, supported 
by Oath or affirmation, and 
particularly describing the place 
to be searched, and the persons 
or things to be seized.

—Fourth Amendment to the U.S. Constitution
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The National Security Agency is the main agency 
that collects data and communications.

The NSA is the only agency al-
lowed to collect and access so-
called upstream data. This is all 
internet data that travels through 
the facilities of an internet back-
bone carrier.

Section 702 of the FISA 
Amendments Act of 2008, 
passed under then-Presi-
dent George W. Bush, allows 
for spying and collecting 
data on foreigners.

Under then-President 
Barack Obama, the FISC 
approved a modification that 
allows the NSA to search 
through the data of Ameri-
cans, using their names.

The Trump campaign and 
transition team is spied on 
using both a FISA war-
rant obtained on Trump 
campaign volunteer Carter 
Page and the unmasked 
identities of members of 
the Trump team, requested 
by top Obama administra-
tion officials.

Trump orders his director 
of national intelligence to 
establish new procedures 
to help protect Americans’ 
identities captured in intel-
ligence reports.

Under the targeting procedures, 
the NSA is supposed to ensure it 
only targets foreigners and not 
unwilling Americans. However, 
using so-called multiple commu-
nication transactions, such as an 
email thread with multiple people 
on it, the NSA ended up spying on 
Americans.

A declassified top-secret FISC 
report found that the NSA had 
an 85 percent noncompliance 
rate when it came to searches it 
conducted for Americans’ data. 

These were searches in which 
an NSA analyst would type in the 
name of an American to search 
through their data. These type 
of searches are normally only al-
lowed after proper vetting.

The NSA did not delete all of the 
personal data it was supposed 
to, even after it was ordered to 
do so by the FISC. This means 
Americans’ data could be ac-
cessed for longer time periods 
than was allowed. 
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